
TERMINALES SERIES TECHNOLOGIQUES / AXE 2 : PRIVATE & PUBLIC SPACE
SEQUENCE 1 : NOWHERE TO HIDE
« Who do we trust with our privacy ? »

1/ Do the activity on this link https://learningapps.org/view21028772 
Look at the picture page 50-51 and answer the questions 1 and 2
Key words : electronic devices - leisure time - privacy

2/ Click on the following link :
https://www.youtube.com/watch?v=bmgPd0rIrKw


A- Watch the video and fill in the gaps.

Make no mistake: Attackers are after the personal information your organization stores. ……….. breaches regularly expose millions of personal data records, which criminals use to commit ……… or …………….…

When a security breach results in a …………………, it’s not just an internal problem. Laws like HIPAA and GDPR give data subjects the right to know what is happening with their personal information — and impose stiff fines on organizations that fail to …………………. …………………

So, exactly what does it mean to protect data privacy? It means …………………………………… with respect for …………………… and …………………… This applies to all data related to individuals, such as their names, birthdates, addresses, Social Security numbers, financial data and medical records. 

Failing to ………………….. data privacy can cause lots of trouble. Even a single leak of personal data can have a serious impact on your organization’s financial ………………… and its ……………………., since public, investor and customer trust can be irreparably damaged. 

To protect data privacy, you need to understand what data you have, where it’s located and who can access it.

B- Questions.

What is data privacy ? Give examples.
In case they have access to your data, what can happen or go wrong ?
What could be the consequences for you ?
How to protect your data privacy ?

Homework : Vocabulary game : 
« Find the equivalent » https://learningapps.org/2407408 
Click on the link above and find the answers.

4/ Read the text

It began with radical 'cypherpunks' who wanted to destroy the state. Now it's a hot-button issue for every Facebook user. How did the notion of internet privacy gain so much attraction, and where will it take us next?
In the last couple of weeks, a handful of events have demonstrated how much that has all changed. Earlier this month the US Congress passed the ‘Freedom Act’. It placed limits of mass data collected on US citizens by the National Security Agency, something many privacy advocates thought impossible. Last week, David Anderson published an independent review of the UK government’s investigatory powers and made over 100 recommendations about how to make surveillance simpler, clearer, and with more oversight. Perhaps even more surprising, although barely reported, Facebook decided to allow users to send encrypted messages on their messenger service. 
This is all driven by growing public concern of course. According to the 2014 Deloitte Data Nation survey, 24% of people in the UK do not trust any type of organisation with their personal information. Recent research by my think-tank Demos found half of young people said they were either extremely or very concerned by ‘online privacy’ – more than environmental issues, immigration, tax avoidance, or the EU. There are more people using tools and techniques to cover their digital tracks, especially since Edward Snowden blew his whistle.
Internet privacy has become a major political and social preoccupation. But very few people know much about the origins of the idea. The hope that modern, digital cryptographic software could change society goes back to the 1990s Californian ‘cypherpunks’ (a mash up of the word cypher with cyber-punk). All were radical libertarians and early adopters of computer technology, sharing an interest in the effects it would have on politics and society. They all believed that the great political issue of the day was whether governments of the world would use the internet to strangle individual freedom and privacy through digital surveillance, or whether autonomous individuals would undermine and even destroy the state through the subversive tools digital computing also promised.
But it's really only the last five years or so that it's moved from periphery to centre. Partly it's Snowden. Partly it's the relentless work of activists and journalists, but mostly it's the amount of time we now spend online. These days we share inordinate amounts of digital information about ourselves: our bank details, our love life, our holiday snaps; our whole lives are online. And it’s no longer just governments snaffling it all up – it is private companies, too. Think for a moment: do you ever wonder why it is that we get all these amazing internet services – Facebook, Twitter, YouTube, Gmail – for free? I rarely think about it, either, because I’m used to it all just being there, and always working. But it costs an awful lot of money to run these platforms: the server space, the highly skilled engineers, the legal teams. We are paying all right, just not in cash. We pay with our data and our privacy.
http://www.telegraph.co.uk/news -  By Jamie Bartlett (director of Demos' Centre for the Analysis of Social Media) - 16 Jun 2015 -  (abridged and adapted) accessed 25 June 2015.


Match the underlined words in the text with their synonyms.

excessive   ___________________________
structures   ___________________________
paths         ___________________________
topic           __________________________
information  __________________________
vigilance      __________________________
written in a special code ________________
taking it for themselves _________________
secrecy       ___________________________
inhibit        ___________________________
said what was happening _________________

2. Read the text and say if these statements are TRUE or FALSE.
a) Facebook users have strong feelings about online privacy.
b) US Congress has just passed laws to let NSA spy on people.
c) Facebook changed people’s security policy.
d) A quarter of the UK’s population post their personal information online without any problem. 
e) According to Jamie Barlett, 50% of British young people are more worried about the environment than online privacy.
f) The concept of ‘Internet Privacy’ was created by the cypherpunks.
g) The cypherpunks wanted to see what political and social consequences computer technology would have.
h) There is only a tiny quantity of people’s personal information on the net.
i) Snowden, activists and journalists are the only ones responsible for this discussion about online privacy.
j) Facebook, Twitter and many others provide us with free services because the governments pay them.
k) It’s very expensive to keep platforms like Facebook and Twitter functioning.

Homework  (Grammar) : Les déterminants quantifieurs + noms (in)dénombrables 
Read those expressions and try to define their use : much attraction, many privacy advocates
Do the activity on this link https://learningapps.org/7392784
Read until 10 page 239 + exercise 1 page 179

